Abstract. The detection of encrypted multimedia traffic (like VoIP or Video) is a crucial task for both TELCO operators and authorities involved in lawful interception issues. As an example, Skype traffic that cannot be detected through classical methods as port-based detection (because of a random based choice port option) nor payload inspection (because of encryption mechanisms adopted). Dwelling on Skype, the aim of this work is to propose a novel technique that, by recasting the regularities of the data streams in terms of recurrence plots (a representation derived from Chaos Theory), extracts some unprecedented observables; such observables are then considered in a decision-tree building procedure exploiting the C4.5 algorithm in order to draw a decision about the presence or the absence of the targeted traffic. In the final section, a comparison with a reference technique is presented.
Introduction
The recognition of traffic classes over data networks is becoming an increasingly challenging issue. Some identification techniques based on the inspection of "well known" TCP/UDP port numbers provided by the IANA are no longer valid in case of network applications that randomly and dynamically select the ports exposing their services to the Internet.
One can think to circumvent the random port option by searching for a "signature" inside a pattern in order to recognize a specific flow. Unluckily, such recognition techniques, also known as packet inspection methods, require that the payload be accessed and analyzed, so they result ineffective in case the data exploits some form of encryption.
The limitations of such techniques based either on port recognition and on payload inspection, call for the adoption of novel data traffic classification paradigms based on the analysis of some statistical features of the flow. These classification methods rely on the fact that different applications typically exhibit a specific behavior when data are transferred on the Internet. For example, the data traffic produced by Skype, the popular multimedia application used to set-up an encrypted voice/video call, is characterized by limited size of packets and very restrained inter-arrival times in order to guarantee the real-time requirements. To this aim, we explore the possibility of statistically characterizing an encrypted Skype flow (in terms of packets sizes and inter-arrival times) by exploiting the Recurrence Quantification Analysis [1] , a nonlinear technique also used in other fields of science to discover the time correlations and the hidden dynamics of statistical time series. The paper is organized as follows: a Related Work section is aimed at reviewing some works about traffic characterization; a section follows describing the core of the used methodology based on the concept of Recurrence Plots (RPs); a section named Implementation Details contains a description of the realized system whereas the Experimental Results section presents the obtained results also in comparison with a reference technique. Some conclusions and hints for future works are drawn in the last section.
Related Work
In recent literature, several network traffic recognition and classification methods based on statistical features have been introduced. Some such methods were proposed to classify various Internet applications. A pioneering work on Internet traffic characterization [2] is based on the relationship between the observed statistical features of a data flow and the linked applications or protocols. In particular, the authors show that models based on random variables such as packet length, inter-arrival times and flow-duration can be exploited to characterize the behavior of some Internet protocols even if they do not make any attempt to classify flows according to application layer protocol features. In [3] , an approach to recognize P2P traffic (amongst BitTorrent, PPLive, Skype and MSN Messenger) based on the Support Vector Machine (SVM) is suggested. A Naïve Bayes estimator to categorize traffic by application is instead proposed in [4] , and a packet-level traffic classification approach based on Hidden Markov Model (HMM) is presented in [5] .
Other traffic identification techniques exploiting heuristics derived from analysis of communication patterns between hosts have been proposed in [6] [7] [8] . For example, Karagiannis et al. analyzed the multi-level behavior of traffic by inspecting the interactions between hosts, protocol usage and per-flow average packet size by implementing a methodology leveraging the social, functional, and application behaviors of hosts to identify traffic classes.
A supervised Machine Learning approach is instead adopted in [9] for the recognition of encrypted Skype traffic. Besides, an interesting method exploiting the recurrence-based approach to classify some kinds of traffic is proposed in [10] even if a limited set of observables have been taken into account and too much complex algorithms are considered.
Recurrence Plots and Recurrence Quantification Analysis
In the present work, a detailed analysis in terms of non-stationary transition patterns of time-series data obtained by encrypted multimedia flows has been addressed. A powerful technique aimed at analyzing such patterns is based on the construction of the Recurrence Plots, (a model derived from the Chaos Theory [11] ) introduced for the first time in [12] to visualize the periodicity of a trajectory in the phase space. The key point is to unveil the (unknown) system dynamics by characterizing the distance between all pairs of embedded vectors obtained by a data representation in terms of time series. Let ( ) with (i=1,2,3,…,N) be a one-dimensional stochastic process representing a time series with time i. The set of embedded vectors expressing the dynamics of such time series ( ), can be obtained (following Takens' embedding theorem [13] ), as: ( ) = ( ( ), ( + ), … , ( + ( − 1) )) where m is the embedding dimension and is the time delay. At this time, it is necessary to calculate the mutual distances between embedded vectors according to some convenient norm.
For example, the distance D(i,j) between two state vectors ( ) and ( ) with (i,j=1,2,3,…,N) can be defined as ( , ) = ‖ ( ) − ( )‖. The RP is used to visualize the relationships between ( ) and ( ) by means of a two-dimensional graphical representation of the 2-D square distances matrix D(i,j). More specifically, if ( , ) < (where is a fixed threshold value), a dot is plotted in ( , ). If the built space trajectory returns to itself and runs close for some time, the diagonal patterns can be seen in the RP. The single dot or short diagonal segments in the RP suggests that the phase space trajectory is unstable. Whereas the RP method provides a visual confirmation about the (potential) non-stationarity of a data set, some aspects could be missed. In order to overcome this issue, a more robust and deterministic technique to identify non-stationary features called Recurrence Quantification Analysis (RQA) has been introduced in [14] .
Basically, RQA allows to compute some statistics in order to quantify the transient recurrent patterns identifying the time-series under analysis and such measures are typically computed along the main diagonal of the RP in consecutive epochs. In other words, such a method is aimed at providing information about the complexity of the dynamics associated to the observed patterns on behalf of some variables such as Percentage of Recurrence (REC), Percentage of Determinism (DET), Laminarity (LAM), TREND and others.
In the following section, some details about the realized experiments are provided.
Implementation Details
As before said, the proposed technique is aimed at discerning Skype flows among other kinds of traffic. The testbed implemented to evaluate the proposed technique, has been depicted in Figure 1 by using a block scheme representation. The first step concerns the processing of traffic flows (in the form of pcap traces) in order to extract 2 time series as regards to 2 reference observables: inter-arrival times and packet lengths respectively. During the second step, in accordance with Takens' theorem, the set of embedded vectors used to produce the Recurrence Plots are derived.
In the third step, the RQA is applied in order to produce a total amount of 34 indicators per observable (17 for inter-arrival times and 17 for packet lengths). As final step, the 34 observables have been passed to a binary classifier (C4.5 [15] ) that, after a training procedure, is able to choose the most relevant indicators, and to produce a binary decision tree used to reveal the presence (or not) of an encrypted Skype session. In Figure 2 
Experimental Results
The proposed technique has been assessed and compared with a benchmark technique used in the majority of literature. The benchmark method consists in deriving for the two reference parameters (inter-arrival times and packet lengths), some common indicators (mean, variance, max, min and so on) that will fed the C4.5 algorithm for the binary tree classification. In the adopted technique instead, the C4.5 classifier is fed with 34 indicators. The final classification results obtained by applying the two methods, are then compared in terms of some popular indexes such as Accuracy, Recall, Precision and others and are shown in Figure 3 . The results indicate that the proposed method and the benchmark one alternate each other in terms performance. The proposed technique in fact, seems to outperform in terms of Precision, namely, the proportion of the predicted positive cases that ended up correct, whereas the benchmark technique outperforms in terms of Recall, namely, the proportion of actual positives correctly identified as such. Although the obtained results are more or less comparable in terms of performances, the real advantage of the proposed technique is to provide a very robust mechanism to counter malicious attempts in artificially altering flow characteristics (aimed at remaining hidden and unnoticed) because of the difficulty to reconstruct original flow characteristics by starting from such new indicators.
Conclusions and Future Works
Multimedia applications are becoming very popular in recent years and a lot of them, (e.g., Skype), are very difficult to reveal for legal purposes because of two main reasons: first, the capacity of exposing random ports on the Internet makes impossible to monitor a port not well-known a-priori, and second, the possibility to easily exploit cryptography mechanisms makes ineffective any payload inspection attempt. A way to counter these traffic peculiarities, is to adopt statistical methods aimed at characterizing some typical features of multimedia flows (e.g., packets lengths and inter-arrival times) that could be used to discriminate between a multimedia encrypted flow and a "normal" one; even in this case, some particularly insidious hackers could be able to manipulate similar statistical behaviors in order to hide their activities. At this aim, we proposed and assessed a novel technique based on the recurrency analysis that offers the possibility to determine recurrence phenomena in the time series associated to the multimedia traffic patterns we would to reveal. The obtained results show that the adopted technique (in conjunction with a binary tree classification) achieves similar performances in terms of accuracy as compared with a reference statistical method but, on the other hand, it offers a more robust tool with regard to tampering attempts, thanks to the use of original and unprecedented observables. As future works the authors aim at exploring a broader set of parameters to be included in the technique, as well as at considering alternative representations of Recurrence Plots as the Cross Recurrence Plots or the Joint Recurrence Plots that could potentially improve the performances and the robustness of the proposed methodology.
